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ABSTRACT

In this paper, we focus on optimizing the performance of CSURF, which uses the tweaked Montgomery curves. The
projective version of elliptic curve arithmetic is slower on tweaked Montgomery curves than on Montgomery curves, so that
CSUREF is slower than the hybrid version of CSIDH. However, as the square-root Velu formula uses less number of ellitpic
curve arithmetic than the standard Velu formula, there is room for optimization We optimize the square-root Velu formula
and 2-isogeny formula on tweaked Montgomery curves. Our CSURFis 14% faster than the standard CSURF, and 10.8%
slower than the CSIDH using the square-root Velu formula. The constant-time CSURF is 6.8% slower than constant-time
CSIDH. Compared to the previous implementations, this is a remarkable result.

Keywords: Post-quantum cryptography, isogeny-based cryptography, CSIDH, twisted Montgomery curves

LM 2 Z49]  endomorphism ringe oA FACA]
order O% ¥Ad} o] (0)9 713AS o143}

olo| Ay 7]¥b otz (10)el4 Couveignesell W Diffie-Hellman #WA19] 7] wst gve]=S A7
& AHgoZ A=A} Couveigneses ¥ i] 4 g 4 g o] dFE  Fo  Rostovtseve}
ol A€l ordinary e34E o]43t 7] w3 g Stolbunovel €3 B4 3, AR o] we]=s
Y5 Algtstedel. 8k $lelA ordlnary 2831 CRS & #2t} (23], 8|5k, CRS &ae|Zo| DHoH
FA} A FAZEY] Ao EANF Wk ol (7], o]

P e B s o € A 45 ok
Qo) o]5] Ap|gle ot} o] % ofo]aAY 7HF ¢tE= De Feo9t Jao

+t 412}, suhrikim@gmail.com 9] Supersingular Isogeny Diffie-Hellman

F WA} suhrikim@gmail.com(Corresponding author)



498 CSIDH 74k stzel dig #15= Savlle] 34 AH

(SIDH)®ll &3 t}A] FEA] =) SIDH—‘&
supersingular EFIFAIS 2] “H—v“’ﬂ 7)ol A2}
AL FAE AT < §lo] A= “Z} A|5=A] 7k
o ¥4 EBAmE 7Pt SIDHS] oHAde gt
el A= F eAFA Ale]9] olo] AU E 2k o]
e ke Foh @Al SIDH 7MF key
encapsulation mechanismé  Supersingular
Isogeny Key Encapsulation (SIKE)« NIST %
3 F2A4°] Round 3¢ HAFEE AA =}

o, CRS «da#lE% De Feo, Keiffer,
Smith¢} Castryck Sell < thA] 7= %deh (5]
CRS 7|4t k&9 A2 ggxjo|x kg 3717
ZHRA-S Algsh7] vl Eel non-interactive 7] XL
G AARREY Agsieh (11). (11) oA

CRS 7lvt <& F&slk=dl <lel4 group
action AAHz} geprle] A4S A WAE A
akstgith. CRS 7]8F k3= Castryck ol 28 ¢
437l o]FeiHrt (5], E&  CSIDH
(Commutative SIDH)E Alekstsisdl, Aloksl=
WAL ordinary FAE AREFell glolx] s
gejulg] AR #1E FAE supersingular 341
+ ARk R s Asieict. CSIDH 7] w3t e
o H £%+E= 35ms AER, thE CRS 7 ¢4%
o} wlawald 2wt wk2ch A, CSIDH 718k o
33 SIDH 74 ks wc) =2jxqk ojekst shs s
27 A Ao R B sk IS Wiy 9t}
(3.16].

SIDH 714t ¢k&9} CSIDH 7]4F 9439 354l
PHog= o PQC t=et ‘3]5’— P 7] Ale]z7}
= Ao}, x|t &-8A<l PH-wE F oilo]
o]F& & PQC 39} %E], ool Ay 7]ut
°Lil:— 4008]E. o]AFe] 3| $1e Ao epd3A
Asks) ofo] Al ‘_’w‘i"] Pﬁ}—i e PQC &
Zof vl 2 e =7l & 7 AL olek. wEbA
olo] A 7|k k39 4 51*— s @ Aot

A=z gl 1% ] A, 0} |24 A4t
AAE HAsshe Ageldh. o] B thE eelsAl
= AREIAY, elolaAl] 34 ARAE ARt
S Qg (17,19,20)¢lM= Fag] 434 o
= FAS E5ste] ARl hybrid WAle] Al
k=St ofolaAlY] At AAE HAHS = dlelle
Bernstein %] 5]301] 03} ofo] AU S QAksh=d]
712l O(0) 9] ek = WAl o(Ve)e &
Abdo] EEE -X»ti‘r?'ﬂ*‘ WS ARkt (2). o

)

e e

oN

u

2 A7 WEkeRe 5874 'T“d'% A 7] ofola
A b duelEE Wygse dolrh o] F 3h
7} BSIDHZ, Alicex (p+1)-torsion #-¥15ol
A} dARS A18Ysta Bobe (p—1)-torsion 815
oA AARE sl HWHAE Alsksisldh (8). BSIDHE
SIDH®] ¥R & 4 9], 7]& SIDH ¢} tf=
Al Alice (AF8A}) Zoll4 Montgomery reduction
friendly 3HAE AMS3le] Z8AS 7Rt
CSIDH 7|4t Zolli= FE-H Tavle] F4s o)
sto] CSIDHel %4 24} olo]aAlY Alg-2-& Aot
gt CSURF 7} 9iv} (4)

CSURFE p= 7mod8¢l ﬁ:—’F pell sl
endomorphism ring®] 2+ Vp)/2]a
supersingular EFd=A4S /‘]”Q-EPE} 252 ot
SHFAES HER Tavle] FA (SaET F4)
o7 A = olvhs A %”éi'l—"—m], “ﬂﬁ
FAL T “ﬂﬂ 511"

A, % Q(F JollAl #aa 4= 9l ol& 4
A 22 °}°]’“Xﬂ‘/] A 4 oAl RHEelETE 2
2h ofolaAll Ak FlAle] wegt Alpedabe g
A 4 glew, 23 ofo] A AMgLE BT
o A ZEAQ JI7IE AEE 4 oA &
ol ERAE (12)elA #AglRe], Samle] ™34l &
avlle]t 3434 affine FefollAls Axlepo] Halsix
1k projective HefolM= Famle]t FAle] o A&
Aoln], projective HelE AME3] Fshe ofo]aA
Y ks B4 Tave] 34 o] wlagAelhe
Azg AAE (12)9 AT ofshd,
CSURF+= (19)¢ll4 Aok hybrid dele] CSIDH
wr} 28%t} 2jth. CSURFS] A% Aste 7hds
= 7 2 A, FaHE] T 3¢S eslFAl o
Abefo] FarelE]™ FAlelle] eFA lakuc)
gloh= Aot} 3[x|8t, square-root Velu 321
e ke 7|EMn ZA ARSSlER o)E
CSURF el AM3Pd o] 3849 25 &
T ks 7o)zt Ansi),

¥ =& CSURF?] A5 #A43ts 532 g
Rl odate] Favle] FAlellA] =2]7] wiiel
CSURF: CSIDH 2} Ao gt} ujepy 2
F=ellMe FamlE] T FAeM e ole]iAlY Al F
Astell 2L Pk B =19 7]eE Aspd o}
<+ 2k

=



AR R 583 =] (2021, 6) 499

- CSURFe| AHE= &5 Ak ofolaxlyel gt
HAEE 93, £ =redAe Aelw FaveE
AlellAl  square-root Velu 321 AH-43sigit).
Square-root Velu 341& 43} $lsixe el
=4 919 A P P-Q P+ Q4 WS xds=
27k oAl s Aosjlof gt £ il FaHlE
THACNA 24 tlEAE Aojgon, ] Al
et A digk At e S HA-SE A
3lsict. olell W&k AAEE e o] 3l %

2l=]efglet.

o, l">“J

B mrelAs Favlle]lT FAeAe] 293} ool A
U 2Ae) HHshE Algelelct. e Age o
sAM e} ge] 203} ofolaAly P affine
5 AR Aol o &fgAolr) & =
A HAEE 20 ofo]iAlY FAE AlQslken,
sl adake] A Hatel Al Ak sliding
window® o]-8-3f = 3}solr},
- F7PH 2R CSURF ¢ #HAskE Slal] £ =l
£ #HH3ld gelg s Algkt Algkske gefr|
e 7|E mEpeleun) 22 Mol 5.4%
2 55 Holth B = Ak Feiile]e}
s o83k 43 2 =+ CSURF= 7|&
CSURFXEt} 71402 23.3% whe &$58 Ho|
v, constant-time CSURF+= constant-time
CSIDHell H]3l| 6.8%%] =& $x& ®alr)

¢

B = AL thet Aok 1A 2% elx e B
=7 78 A AHE 22 EF9] CSURFeF Zadg]
A oisl avNgie) 3% 4ol CSURFS
&5 HAslel] 28-S HErh 3HeE T3
Ao &5 2 olo|aAllE A 4+ Q=
square-root Velu 22lel tis] Avlsla o]& Fx
wl2]” FAe A-83he}. 5 elx= 29%F ofo] A<
Akl 7 A= AXEla, 649 HESE vhp
2] ghc},

1. HHZE XA

2 Aol =iel g g A )
o}, WA CSURFel dis] A0 5, savle]”
A3k S1oll2] <dbol] dhal Al

B
|

2.1 CSIDH

CSIDH* Castryck 5ol 28 #lokd ofo]4A
Y 7|4t Diffie-Hellman 2efde] 7] 23t =2 &
Foltt (5], CSIDH= #3A F 9o A"
supersingular EMIFACNA S 7=
group action <AHS o438t dwE|Foltt OF
o]z FAlellde]l  orderzt AL B, (0)E
endormophism rings O ds}= £, 9l A"
e Ee] Agtelz}t Ak 22 class group
A(0)7v B, (0)ANA AfFL AeolHow 243k
the 71 & d#A gleh o]Hd group action
ez 2383 5 gled, 714 BE 2, (0) 0],
lale Cl(0)e]tt.

24 pe p=4lly - £, —19] FEIE 7= &
et AosiAt. oA7]elA £, L, AR OB EF
ol 2R aFeltt. BE End,(E) = Zr]& w53
F,91ell4] A9 supersingular eHd=Alelzt &t
b 71 End, (B)= FelA A" B9
endomorphism rings 9|v|ge}. =3, End,(E)
= quaternion order End(E)2 7}EA9l
subring °lv}. w2t Frobenious ¢ tracex 0
°] ¥, E(F)=p+1& HEg},
™ —1=0modl, 5 WF3p7] W&o, ofeltyd (.0
E 40=1,0 FEE FE $ 9l o764
0, =(0,m—1), 1, =(,m+1)0]c}. 2IW group
action [;;]E= Velud] 345 o] &34 £ 912 o}
o)Ay ¢, & AikE 4 glrt.

Alicest Bob7t Az 715 mddla sa},
Alice= Ml #E (e, e,)EZ" A Aelsled],
oluf 77t = %] AL mel WA
e, [=m,m]e W5 7}zl o] wElr} ofe|r]dd
Ze [a] =D o]l d8l group action®}
e ojo]laAYE  uEbdrh.  Alice® 37471
E,=alEE 443tz E,E BobelAdl Agd}
Bob® Alice®} &4 AL w5 5, 7]
E,=[p|EE ALdrt. Bobe IM71E w2 H,
Alices [alEzE <AlZ, Bob: mHEIZIAZ
blEE <dxksich 718Kl ol (o] B, =DlEE
w3 Hl



500 CSIDH 714t k5ol dheh FEd Fade] 34 A8

2.2 CSURF

Castryck ¢ Decrue (4)ollA Sx=] A4S
0|88k A| 2 hard homogeneous spaces A|Hh

tt. CSURF+= p = Tmod8¥ele] ape} F oA A
o5l FaHE T FAS ARSE) o] A FalEl”
419 F,~endormophism ring<

21+ V=p)/2]% 533, oleldt A mE
A2 370e] F el Aeld 2-torsion A& 7M.

WA, CSURF?] 73 olor]d
=20 2 olga) S 23 clola]

E ARE 5 olrh

CSIDHelM= p=3mod8¥ele] 25E AMEE)
A supersingular sxHg] 47} %E_Dﬂ?/] =419
F,-isomorphism classzte] i o-go] &3
o} ole} AR, CSURF 3ol = Gz
=49 A9}t F,-isomorphism classl}«] dod
-go] &Ajgk}. wEhd CSURF ©li= CSIDHS9}H
frAAl & AR AfEa Aoldow Ahgsh=
group action®] &gt} CSURFS 7] w3t ==
EZ2 CSIDHSE frAkske, 744 2 Aoli= CSURF
= 27 ofo|2AYE ARSI R Q3] sHQlFIe At
o] k= HeltEel| X} v A of-&3 < glrt

2.3 Square-root Velu formula

dubdal Velud] 3419 745 03} olo]aAuE o
AbshR=dl O(0) 3HA| olate] Hasic} 22 (2]l
Al AEE ofo]iAlY Ak whe] Ak oA, ST
= WS ARERH A ololaAlUE ksl
O(VE) 58k edate] dasir}. ofoliAly oliks:
sk, Velu 342 o= f3H KellA A9
= o] ghpghs Alntele ZoE ALE 5 Sl
), EAAe HLE o] tdrlY = Kex A=l
cyclic group 9 Haeke Zeolth. G P 3 A
A= cyclic group °lgt 3k, S5 79 fRH-E3
Froletar shar, vhaat 2o| thakils AoEiat.

E

ho(Xx) =TT (x—r((s]P)) (1)

sES

1 AlelA [s]Pe PE s SlARE

i
Y,
o
lo
=)

gt E(K)E eFAlelzt slw, PEE(K),
G=AP>E (A olo|2AY ¢: B~F "¢ Adolz}
3zt ofo] Ay 7ME kmelMY § = AY GEla
A7 4= 9lew, f([s]P) el 5 f= [s]Pe] o
FARE Holew It AR 5 otk v
Proposition 1 4] (1)& A3l £} ofo]2AUE
Aaksles WS vERA Aol

Proposition 1  (ZFadzl® A4
square-root Velu 32]) M Z Zarg]t FAlo)
g} sk, PEM,E SIS 45 €= 298] Holz} s},
A (PO R 3l olo|aAY ¢: MM = A (1)

a
& o193 Thest o] BT F ek,

X'hy(1/X)?

o(X) = NEE

-?’] /ﬂ]"ﬂ/q S: {17357‘672} °©

ofo] A qlak Alelli= o]w]A] FAle] eRIAGFE
Belshe ats Fegd, FadET FAdME o

n
o

!
d|
5
[o
o
op
ot
2

agHoz Ak 4 9lrh
Q_g];—_ oﬂt =4 1}40 0:1
14l odxko g o akeke] Ao
A deths A% .37 P’L&, dEgl= 3
s AME E‘r?ﬂ%d ATsE Hdshe =
square-root Velu ¥4& ]%3}04 #3534 9]
c}

P=(zpy,), [i]P=(zy,)=t 32k (21)el At
g o= elxe] ofelaAly FAE ARSI, M,
o A de o =2(1+d)/(1—-d) & Aibe] =r}
o17]ellA de=

WA, B3
AFehe AL b

)
=

-

1

2o ek
=

T X
(o
—YL mz

ﬂ_\_l

d= Hm —1)%/(a+2)" Hx +1)8

S 9v)dlt}. o] <dAke square-root Velu HE|E
[83lA HAst & 4 9len, ueby dF T8k o
e o3 2t (2)

o

AL




AR R 583 =] (2021, 6) 501

231 M, 02| O|XiCksIAl Nkt 2 F, Zhke] Ao o

Vi) T M s s g
o

AZA 072 square-root Velu 2]o]

3] itez ik = glestd hgt O(VI) - - o 515
S pem quselor Wtk hl ] KZ characteristice] 21} 3] oy ‘I‘[“}Zﬂ 3L

7HEAL. Kol Ao Fare] 3 g
O(+t)°] sk A4l ololr]el= AY SE =2 22 ot}

7} fahrw 22 A3 1 J= vPee Aot
JolME LA S94 did-Ee] (I+)U(I-J

xE )ell M, ,: by =2 +ar’+x
%ZHZ‘?}E% Adejgiet, olell tigh 2AIEE AR (215
273 718 HAs) y 2] thile
Tt AT A, £ HPLI Bee 1 Aell bla =) =00l & el 4
ARSIE Aom ALG 5 o, ol ierjey  oF 28 Wl ERIEAE Sanfelt Selet Aol
olch, g o} J A3 tfekale] resultantE AlXk Skt b=14d 75 AbdE) A = ekt Al A
= Ao 1S T 4 9lth o SjaAE B olgl FER Tavle] FAE v 3lo] A=}
=4 el A Llp, [jlp, li+jlP, [i—j1Pe] a3
o tigt FAAe] Fesh) e Lemma 1< 8 M, by =2’ +ar” —x
34 Eob eRsIFA 9ol A P eFd dHeiA
P, Q P+ Q P— Q2 TAAE vl o]3 tigh 91 AelAl b(a®+4) = 00leh. & =M= 9j¢t
o] ZA45 AAg 2 o] e dIAle Bame] F4L olg) gt

Lemma 1 (zFHEZ Alo]9] #A(2)) ¢& 279

Al Apdsha B(E)E eRIEAoll S 34 a0 i ojMel e
a9 2E P, Qe Foll t8l teat 7o) o]}
F,, F,F, ©] ZAgt}, MolAS) EFIZA AALS o TR o] &3] EEH
o2 AP 4+ ol Aol AR P=(r,y,)
A=ePro)(Xn(P Q) Q=(z,y,)E z, =, M3 Belx Holzt 3
Flx(P)2(Q)  FalP)z(Q) e
- F;(z(P)?x(g)) . EQ)(:L’(P),x(g) e =<xpfqupfq>- P+QA R oA TS

1 AellA z(P)e POl xR v}, el

E7} affine Zuvle] 34 By =2°+ 4?2 A , ,

AR, £, B,y g3t o] el (2): Typrg = (@2, =1 (2, (2, ~2,)%)
:1:2[147( [2}—1)2/(4x (m +ax +1))

E)(XP)(Z) :(Xl_XQ)Q

FI(XI,XQ) —2((X1X2—0—1)(X1 +X2) +2AX1X2)
F(X,X,) = (X,X,~1)?

o) 4% ol Mol BF E5 A% obolaA]
A% AT 4 ek (9). P (a,9,) & Zo0e)
© 3 Mol 97 e=2d+19) Holh ah
i]P=(x,y,) et 3ta, [1]P=rPe} 3Ak o] A%
(P>E 7d= e (oo zAY)



502 CSIDH 714t k5ol dheh FEd Fade] 34 A8

¢: M—>M, = M/{P> & o3 o] Ao}

¢ (zy)—(f(z)yf (x

2 AellA f2) = oeE Aojgh,

d [ zxx,—1 2
f(x):xil:[l x_xi)
S AelA, (@) E fla)E vlist Asfolc), 1
A AG o =
= (60 +a)

oltt. o]t frakebAl & ]a] TN E e
Que AT 5 A (4. P—(oy).
Q=(z,y,) & x, =z, M, $ll HeE HoJe}
3t P-Q= (xp*q’yp*q)' P+Qoll W3 23 s
xp+qE]' 6]':'1 [Q]PP’] rHEE x[z]])a]— 5]'?4_, xpﬂﬂ—

Ty)p L. _CL/J S o] &3 & 4 9t}

=

Tptq = (xpxq +1)2/(xp*q(xp_xq)2)
Ty = (a:f)-ﬂ-l)Q/ (4:cp(:c[2)+axp+1))

AR, 9] AE ol gsl M, el diF 5 Ak
ofo] Ay FAIE AoJd & 9t} (4). P=(x,y,)
< TavlEl” A M, oA S5t =2d+19] A
oleb kb [ilP=(x,y,)2k 3, [1]P=Pe} 34}
1 A% (PE AR e lolelaAlY
¢: M, —>M, =M, /{P) = th&3} Zo] Aoxic},

o

¢ (2,y)—>(f(2),cuf (x))

3l AelAl fla) = chrei Aolgi

dk

9 AellA, ()= flz)F w13 Afelrt. el

A AF o' =

ojct.

9] AellA B 5 gl5o] M, oA elEA 2
ofo] Al QAake EARe] HIwt thEa M, oA
34 g ofo]aAlY Ak fAbsiohE A o
4 gt} &A%t projective HFEAZ A S
o] H37} odibpell & ¢S mXA =} ohe
(Table 1) olo]lAAY 435 F3s= 7|uk
ol digh AAlekS vlwgt Zeolc}. [Table 1JelA]
Hybride eH3HA Qdabe Fave] A8 o] $-3)
I ofolaAY odAkE dlESE FAE o] 83 V]
WwE 9wl (19). (Table  1)9lA4]
(€)=(h—1)M+(t—1)SE <Julst=dl, 7]l

he ¢4 hamming weights, ¢+ (9 HE
Zol 2 9wt} w3 M- 3 $lolxe FA
A4S, S A SlelAe AlF daksE 9wF
t}. [Table 1)oA & 4 gl=o], ] Al

X &8
—

Table 1. Computational cost of lower-level
functions on  Montgomeryt  curves and
Montgomery  curves

Mont. " Hybrid Mont.

DBLADD 8M+4S8 8M+4S | 11M+8S
DBL AM+2S AM+2S S5M+38S
(-isog. eval (4d)§1+2 (4‘1%“2 6dM+28
(-isog. (6d-2)M | 2dM+6S | (6d-2) M
coeff +38 +2w(l) +38




AR R 583 =] (2021, 6) 503

3.2 M, 9| &% A= OlO|2AY ZHS

Table 1)ell A= wie} zFo] Faee]’ Al3}
Tade]” A W Bl it

Zade]t FAuch etk Aot} wlehx] 2

Sl 2AE& 2l o] A=, square-root
Velu 3-2lo] &8o] M ol|A9] olo]iAL] lite] &
A4S 7PHE $ gleA 24" o)E e wiA
Proposition 143 Eaelg]” Al o]a}F o3k
< Ao},

Proposition 1 (Zzdg]” FA A
square-root Velu 34) M, & Fxdg]” FAle]

gt sk, PEM, 2 57} 25 (=29 Holet &
A A (PR R oolaAlY ¢ M, My &t}

&3} o] BAF 4 ek,

~ X'hg(—1/X)?

¢(X) a0

9] Aella] §={1,3,....0—2} o]t}

-1 -1
TSN AN RNy PO Y

) chelelaqielx e M, elA My Re] HE
2o qughe uigt g Fade’
dede Fxeze] wEhe 2 == A
Favel” gAos HEke SRt g ==

9

FRE W B g AR de

a'=(2i(1+d))/(1-d) & ol &3 A 5 9l
A7)elA d=

—ia—2\[yy —iz,—1)*
d:( = 2) [I—
—ta+2 —izr; +1

= Aelsit

9] At F el AeERlsiA R, Fame]t 341
el Favlle]l” FAlellA o= A AR
EaAolehe AMLS o & olrh mehi] & EtellA
= (9)elM AAE 2-torsion WS o]8ate] el
A AS o 5 B8 WS ARsisich o] iy

ARSEH, eI AleE Sshedlel FAE
square-root Velu &4 JelE mer] whie] &
£AQl dabe] 7bgsit.

P,=(X, :2)% projective HTAZ el
M, 48] 2-torsion Holz} 3AL. ¢F (A} olo]i
Az}t sxb. ¢= & Agol7] witell, 2-torsion
Aol e Frits Atslol e 2-torsions BEF

th w2y o (P) =(X,) : Z' )= M, |4 2-torsion

o 4 ]

[
ko
=

2 g 2} 2-torsion el wigt d4aks
ke H, ERIFAS Eske ddle 2M dilEke]
o
=

322 M OIM OIRICHEA]

Square-root Velu #41& AM-3l7| SlsA, M,
el R AR MR o] XetatAlS A FAl
Aofsfjokaic). FardlE]” FA4e] A P, ol A
P, QP+ QP— Qo 3 z&3FEE thS3} 2 34
= 7He}

(X—2(P+ Q) (X—2(P-Q)

8
2
)

*X2 Gl(x
o +G(ac( ),z

3 AeA Gy, Gy Gy Tkt o] Aol =i}
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A A

Gy (X, Xy) = (Xl_X2)2
G (X, X,) =2((X, X, — 1) (X, + X,) +2a X, X;)
G (X, X,) = (X, X, +1)?

323 M2t M, 2| O[RIChEtAl oiMEs

Square-root Velu 34} o]&s] ofo]iAlY
Ais & w aE d4ksb] flE daEER
Fy, F, F, (resp, G, G, Gy)& 7129 AAAReL M,
(resp M, ) $1¢] Aol sl dAkghct, wehba] o]
takals Fsk=tl 3ol E projective e
o} A3 AgE AHE
P=(X,:2)% 749 A7kt 3L,
Q=(X,:Z)% =54 M, 919 ok Aol s
Abo] A%, Famllelt FAeA F, R F, & the
3} zro] A4k},

Fy=C(X,2,~X,2)"

R =20(X,X,+27)(X,7,+ X,7)
—1AX, Y27,

Fy= C(X,X,~ 2,7’

9l Aelld a=4/CF WEI} BT h(1/QE
ko] wofof sh=dl, 1/Q=(Z : X,)17] wel
Fy F Fyold a4k ghe opA) Abga 5 9l —

Fyob £y gk v Slo (2)9] sl At
o o F, F, F,2 Q4 10M+2S otk
(JellAE TM+3S+12a2 #HAs}slglon, 7]
ol ae= frEAAS] S-S vt & =il
A ol TM+2S+4a8] qarEreR A slsigl
ch.

Eade]” el P=(X,:Z)E Ao A
A2t ko, Q= (X, :Z) % eRI=Al M, 919 o
€ Aolel skab o A% FawlzlT FAelA
Gy Gy, Gy = vh3t 2Fo] <dabxict,

Gy = C(X,2,~X,7)"

G =20(X,X,~ 4,7)(X,7,+ X,7)
—1AX, Y27,

Gy = CLXX, + 27"

el FAeAE hy(—1/Q) % d4ke] =ojof
shedl, 1/Q=(2,: X,)ol7] el vhbAz
Gm Gp Gz‘g] %k% ‘4*] }\}%t—;} '/l: 9}‘4 - GE)T’]' GQ
o e wEEL, G e4E A A A
HAew FHIH G G, GE  AitEt=d
10M +2S87} Zaslch. 2-torsion Aol wigk k¢
= AAbslol slER ) o]F el 20M+4S9] o
Abgko]l Hodlth B =FodE o] 13M+4SE
EEEREY

(Table 2)= Fave]” FAx Sade] FAd4
hgol QAitekg A=lgk #olt}. (Table 2)olH @,

= el FAolAM 2-torsion A& on|gich

Table 2. Computational cost of biquardatic
polynomials

Mont ™ Mont
Computation h( Q). he(@Q),
! i hy(1/Q) | hyd—1/Q)
eval
Cost M 35 | rros
hs(1). hol @),
14 Computation
ho(—=1) |hy(—1/Q
coeff {=1) |ho—1/@Q)
Cost SM+28 6M+28

B Aol A& square-root Velu 54S A3
CSURF €779} constant-time CSURF +
d47E5 A&} WA, constant-time
CSURF?| 71 HA3E $J3f 294 ofo]iAY
A3} Bk A AIg)

4.1 2& Ol0|AAIL 2|Xst P8

(4)ell e FarlE]t FAlellA] 23 olo]AAlY 4k
I FavEt FA TadE T Ak §As)
of  Furle]” FAdMe d&HQl 23} ofo] A
= ikl WS Ak

Algorithm 1& ]85} €Al 23} ofo]4A
Us 78T o 7)E &5 A ool LAY odib
= HE2A affine Fele] AT AG5E AHSe
Aol &&A o]t} Algorithm 12 Step 4% the

(TR
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Algorithm 1. Computing 2°-isogeny on M,
over F, for p=T7mod8 (4]

1. If e=0, then return a

2. else

3. a<sign(e) « a

4 geodT3vVatd
a+Va?+4

5. For ¢ from 2 to e do

6. a<—2(3+a(\/a *4*(1))

7 ae a+3

\/2\/a2*4(a+ \/a2*4)

8. return sign(e) ¢ a

Fig. 1. Method of computing consecutive
2-isogenies on M~

3} zo] vhAl mEE 4 gl
a<—2(avVa*+4—(a®>+3))

(4)ellA AAE AAH Algorithm 1& IH=Z
THHPE o ®Brh, § A AR dddaks |
. 1S AREEE 297} ofo] Ay

SRS 3M+ZS+3E (e-1)IM+1S+1E)
lolA E= £ $1el4] Algedibs 9w
p—3mod4 2 pell HE FFA FellA
B a€E A3 af] AFEL PTVIR Ads
a® Y o’ PR QAR 5 glrh w3 o4t
g Aate 33 de= P DE=2)/4modp—1 &
ARsE = glt. $] Al dAbe] 2°4f ofo] LAY ad4l
S8 2 S vH7] wEel, window
size7} 69l sliding window HWH]& o]&s] 3
st Sl window sizew A¥EE i ol

grolot.

o N
ne
3
%
i
o
o
o

s
N

K

=

e

4.2 CSURF 78 &ut

oM =gedlA] A" WS o] &3A
CSURF ¢ #HAst Fd3, o|& AMES
constant-time CSURF +d ZH3AE AAgh]
Constant-time CSURF—4 7395 (22)014 AA]
g ouAs ARSERdnh A AREEE CPU=
3.40GHze &2 345 7A|= Intel Core
i7-6700% AH8-3d2v, Ubuntu 18.04.2 LTS ¥

A EAA -3 A
stdel o]t

CSIDH®} CSURF &< #laiA (13]el A4
= b5 5110 E &5 AME3RdTt

- 033} clang-6.0.0 #

p=2" ¢ 3«57 ¢11% « 13---373—1

o] &4l ¢34 supersinguler ZxHET A
ol My’ =2+ supersingular Fawz]”
2rAlel ]\fo:gf =225 A AL CSIDH<}
CSURFY A&+ 4oz abgsigict. 7Hase ot
5 ARkt

(Table 3)elA] CSIDHE (5l #|A]= CSIDH
o] AMel7] ¥zHe 9wnlsta, CSURFE (4)ol A4
%l CSURF9 7§’17] 47+ ¢fnlgtcl. Proposed
£ B =%l Algksls CSURFY AMQl7] #4ks
o] ghe},

WA (404 Aokl CSURF delrleie} B 1=
oA AlrE SEEE AMSSE W] SRF ¥
ek}, (Table 4)9l4 CSURF Original (4]
o A" FeElEE AR FHI A3E
CSURF Proposed+= [Table 3)ol Alstsl z}=}
Ve S ARSES weo] ARE vt T 7 B
T dukA ]l Velu 3415 ARS8l Fasich.

Table 3. Private key exponent range and its
securfity

CSIDH | CSURF

(5) (4) Proposed

[—58,58]
[—137,137] x[-3,3]
X 4,4 | < [—4,4]

Exponent

_ k|73 :

Range [=5.5] = [—5,5]* | < [-5,5]%
X [—4,4]7 | < [—4,4]"

x[-3,3]

Security 252.54 252.53 252.53

Table 4. Performance result of group action of
CSURF when various parameter is used

CSURF CSURF

Original Proposed
Group 121,512,191 | 114,893,636
action
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A A

(Table 4)ell A|A1E uje} o] R =Fojx] A
obgk sejrle]e 2 HoFtEolA (4)elx] Ak
geulelEer  54% wEh  gEba o]Fe]
CSURF FddA= =rddlA At sehvg &
A8kt

the, kel Velu 348 AHEAE e, 2
E=Xol|x A58 square-root Velu 3A1& AHE
P& © CSURF AsS gt APS i
square-root Velu 3218 AH-2 603 ofo]aA
Y o4& Ak o ARE3lgith. (Table 5ol
CSURF+= dukdal Velu 344 AH3 78S
ulslar, sqrt-CSURF+ square-root Velu
FAE A 7S 9vlgi

(Table 5)ell AA= nfe} zro] & =iofx] A
kgt #HA3k 71WE AREEH  sqrt-CSURF+=
CSURF Hrt} 14% wiEr}, o2, square-root
Velu #4¢] A8+ o CSIDH®} CSURF] A
o Hlaghch
(Table 6]o A% nie} 3Fe] gqrt-CSURF
sqrt-CSIDH ¥r} 10.8% ==t} 3% o
CSURF (square-root Velu &A1& Al&-3}#|
%2 CSURF)®} vlwald 23.3% whe 272 A
e FAe] slvke As & F ) mAter
square-root Velu FAE A5t
constant-time CSIDH®} CSURFE H|aghe}

(Tabl 7) o AlAl%€l vfe} 2] sqrt-CSURF
= sqrt-CSIDHel #®ls] 6.8% =gt}
constant-time CSURF$} CSIDH® 4% Ao
7} non-constant time CSURF<} CSIDHY <
Zajo]wr) =2 olf=, CSURF9| 27} ofo]4xA|
Y qdabe] Fade]T FAolA] RlEEAQ] 4 A
T ofelaAlY AAbE EFAFV] wEelth

&,, = o

Table 5. Performance result of group action of
CSURF and sart-CSURF

Table 7. Performance result of constant-time
group action

sqrt-CSIDH sqrt-CSURF

Group | 306 759 795

action

393,590,292

CSURF sqrt-CSURF

Group | 114993 636

action

98,782,302

Table 6. Performance result of group action
when the square-root Velu formula is used for
CSIDH and CSURF

sqrt-CSIDH sqrt-CSURF

Group 88.017.277

action

98,782,302

Constant-time CSIDH®| 7% 5x73=365 ¥
o 5 A olo|iAlY] qd4le] "Jﬁﬁ}‘:}
Constant-time CSURFY] 7% 34270¢] &4
= ofo]iAU e} 58We] 23} ofo]iAlY d4te] I

salth. 27 ojolaAll] A4ke® CSURFE 56
o] frghA$lelA ] A gdate] FasA|E, ofo] LA
Y odibske] Fo] FawlE]T FAolAM wlEEE <l
el Az ofel Ay qdate] FolEsith

B E=Tolde CSURFE A 3she weke Al
Algtodet. FamE] T FAlAY] eEA o

o) Aol e ef) die], sl

4 A ofolaAlY QAak Ao 2HE w3

. E3] square-root Velu A& ARgsd, o

Hk Velu 34150l el I34 Qabeds &9 5 9l

Al Fade]” FAldA square-root Velu 34

Ag3kgict. ol & 98l FavlET FAelA o)A o

FAE Ao, °la HAsslg, Fpdow

T T FAldlA 207} ole] 1A FAlS A3}

E =9 78 A3 non-constant time T&
ol 3lelA, sqrt-CSURFE sqrt-CSIDHel| »v]s|
10.8% ==|t}. 3Rk 71% 23.3% =& ZA3}e] H]
sl o] 2 skAboltl. Constant-time 739 7
4 sqrt-CSURF+= sqrt-CSIDHel ®l& 6.8% =
gt} AR CSURFS] A2 Hobtkd B o
A Q7S Addske Holng, g sty
HE 2etid Fo4Ael HA-sr) s JloE B
Sli=
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